MHOOPMALMUOHHAA NAMATKA AJ1A OBYYAKOLLNXCA
C kaxablM rogoM MOSOAEXM B MHTEPHETe CTaHoBUTbCA Gonblue, a
LLKOSTbHUKN OOHW N3 CaMblX aKTUBHbIX nornb3osartenen PyHeta. Mexay tem,
NMOMMUMO OFPOMHOrO KOSfiM4ecTBa BO3MOXHOCTEW, WHTEPHET HeceT u
npobrnembl. 3Ta NamsaTka AoMmMKHa noMmoyb Tebe Be3onacHO HaxoAUTLCA B
ceTn.
KomnbloTepHblie BUpPYChI
KoMMbloTEPHbIN BUPYC - 3TO Pa3HOBUAHOCTb KOMMNbIOTEPHbLIX NPOrpamm,
OTNINYNTENBHON OCOBEHHOCTBIO KOTOPOW SABNSIETCSA  CMOCOBHOCTb K
pasMHOXeHNo. B gornonHeHne K 3TOMy, BUMPYCbl MOryT MNOBpPeAuTb WUNn
NOSTHOCTLID  YHUYTOXUTb BCe (paunbl W JaHHble, MOAKOHTPOSbHbIE
nonb3oBaTento, OT MMEHUW KOToporo Obifna 3anyuweHa 3apaxeHHad
nporpaMmmMa, a TakXe MNoBpeauTb WU OaXe YHUYTOXUTb OrnepaunoHHYIo
cuctemy co Bcemu pannamm B uenom. B OonblUMHCTBE cny4vaes
pacnpoCTpaHAKTCA BUPYCbl Yepe3 MHTEPHET.
MeToab! 3aWUTbI OT BPEAOHOCHbIX MPOorpamMm:
1. Wcnonb3ynm coBpemMeHHble oOrepauuoOHHblE CUCTEMBI, UMeroLne
cepbesHbl YpOBEHb 3alWUTbl OT BPEAOHOCHbLIX NporpamMmm;
2. TlocTosiHHO YycTaHaenuMBan nadvytM (uMdpoBble 3annaTtki, KOTopble
aBTOMaTUYECKM YCTaHaBNUBAKOTCA C Lenbko AopaboTkm nporpammbl) U
apyrne obHOBNEHNSA CBOEWN ornepaumMoHHON cucTeMbl. CkadunBam X TOMbKO
c oduumanbHoro camta paspabotunmka OC. Ecnu cyllecTByeT pexum
aBTOMaTU4YEeCKOro 06HOBMEHUS, BKITHOUN €rO;
3. Pabotan Ha cBoeM KOMMNbIOTEPE MOA4 MpaBamMu MNONb30OBaTENs, a He
agMUHUCTpaTopa. OTO HE NO3BONMUT BONbLUNMHCTBY BPEAOHOCHbLIX MporpaMm
WHCTanIMpoBaTbCA Ha TBOEM MEPCOHarIbHOM KOMIMbIOTEPE;
4. Wcnonb3yn aHTMBUPYCHble MporpaMMHble MPOOYKTbl U3BECTHbIX
npoussoanTeneun, ¢ asBTomaTndecknm obHoeneHnem 6as;
5. OrpaHnyb om3n4eckmn 4OCTYN K KOMMbIOTEPY OS5I MOCTOPOHHUX NNL;
6. Vicnonb3yn BHewWHMEe HOCUTENU MHOPMaLMK, Takue Kak neLuka, gUCK
nnn goann n3 MHTepPHeTa, TONbKO U3 NPOBEPEHHbBIX MCTOYHUKOB,
7. He oTkpblBa KOMMbIOTEPHbIE (Pansibl, NOSMyYEHHbIE U3 HEHaLEXHbIX
MCTOYHMKOB. [laxe Te pawnrnbl, KOTOpble npucnan TBOW 3HaKOMbIN. Jlyylie
YTOYHW Yy HETO, OTNPAaBsA N1 OH Tebe nx.
Cetun WI-FI
Wi-Fi - 910 He BMA nepegayvn gaHHbIX, HE TEXHOMOIMNS, a BCEro NuLlb
6peHn, wmapka. Ewe B 1991 rogy HuagepnaHackas  KoMMaHus
3apeructpupoBana o6peHg "WECA", 4yto 0603Ha4yano crnoBocoYeTaHue
"Wireless Fidelity", koTopbIn nepeBoguTca Kak "decnpoBoHas TOYHOCTL".
[lo Hawero BpemMeHu powna gpyras abbpesuartypa, koTopas SABNsSieTCS
Takou xe TexHornornen. 3to abbpesnartypa "Wi-Fi". Takoe Ha3BaHue 6bINO
AaHO C HaMeKOM Ha CcTaHZapT Bbicllen 3ByKOBOWM TexHuku Hi-Fi, yTto B
nepesoae O3Ha4yaeT "BbICOKasA TOYHOCTL".



[a, 6ecnnaTHbIn MHTEPHET-A0CTYN B Kadye, OTENSAX U adponopTax ABMseTCS
OTIIMYHOM BO3MOXHOCTbK BbIXOo4a B WHTEpPHET. Ho MHorme akcnepTol
cuuTatoT, 4YTo obwenoctynHele Wi-Fi ceTn He aBnatoTcs 6e30nacHbIMMU.

CoBeTbl No 6e3onacHocTn paboTbl B oOwenocTynHbix cetax Wi-fi:
1. He nepepaBan CBOK NU4YHYH WHOPMaUuUO 4vepe3 obLienoCTynHbIe
Wi-Fi cetn. Pabotaa B HUX, kenaTernbHO He BBOAMTb MaposiM OOCTyna,
NOrvHbl N Kakne-To HOMepa,;
2. Vicnonb3yn 1 oOHOBNAW aHTMBUPYCHblEe NporpamMmmbl U BpaHamayep. Tem
cambIM Tbl 06e3onacuilb cebsa OT 3akayvkm BMpyca Ha TBOE YCTPOMWCTBO;
3. MNpn wncnonb3oBaHun Wi-Fi oTknwoum dyHkuyuto "O6wmin goctyn K
dhannam n npuHtepam”. [lJaHHas PyHKUMSA 3aKpbiTa NO YMOSTYaHWMIO, OQHAKO
HeKoTopble Nofb30BaTeNy akTUBUPYIOT ee Ans yaobcTBa MCNofb30BaHNA B
paboTe unu yyebe;
4. He wucnonb3yn nybnuunbin WI-FI ana nepegayn nNUYHbIX OaHHbIX,
Hanpumep Ans Bbixoda B coumnarnbHble CETU UMK B 3NIEKTPOHHYIO MOYTY;
5. cnonb3yn TONbKO 3awmuieHHoe coeamHeHue 4vepe3 HTTPS, a He
HTTP, T.e. npn Habope Beb-agpeca BBoan nmeHHo "https://";
6. B mMobunbHOM TenedoHe oTkntoun yHkumio "MogkntoveHne k Wi-Fi
aBTomMartmyeckn”. He  pgonyckam  aBTOMATMYECKOrO  MOAKIHOYEHUS
ycTpounctea k cetam Wi-Fi 6e3 TBoero cornacus.

CoumnanbHble ceTn
CoumanbHble CETU aKTUBHO BXOAAT B HALLY KM3Hb, MHOMMe ntogu paboTatoT
N XXMBYT TaM NOCTOSAAHHO, a B Facebook yxe 3apernctpmpoBaH munnuapa
YesioBeK, YTO SABMAETCA O4HOW ceabMOW BCEX XuUTenen nnaHetol. MHormne
Nnosib30BaTeNu He MNOHUMaLOT, YTO MHopMaUns, pasMeLleHHas UMN B
coumanbHbIX CETAX, MOXET ObITb HangeHa 1 UCNonb3oBaHa KeEM YrogHo, B
TOM 4ucrne He obsasaTternbHO ¢ GnarMMm HamepeHNaIMN.
OcHoBHble coBeTbl N0 6e30MNacHOCTU B coLuMaribHbIX CeTAX:

1. OrpaHudb cnncok papy3en. Y T1eba B Apy3bsX He [OMKHO ObITb
CnyvanHbIX N HE3HAKOMBbIX JT04en;
2. 3awmuianm CBOK YacTHYK XWU3Hb. He ykasbiBan naponu, TenedoHbl,
agpeca, pfaty TBOEro pPOXAEHUA W OPYryl JUYHYI UHJOPMaLMIO.
3NOYMbILLIIEHHUKM MOTYT UCMNOSIb30BaTb AaXe MHOpPMaLMIo O TOM, KakK Tbl
N TBOW pOAUTENN NNaHMpyeTe NPOBECTU KaHUKYIbI;
3. 3awmwan cBow penyTaumio - OepXu ee B 4ucToTe U 3agaBaun cebe
BOMpoc: xoTen Obl Tbl, YTOObLI Apyrne nonb3oBaTenn BUAENW, YTO Tbl
3arpyxaewb? lNogyman, npexne 4yem 4YTo-TOo onybnukoBaTtb, HanMcaTb U
3arpysuTb;
4. Ecnn Tbl rOBOpULLb C NOObMW, KOTOPbIX HE 3HaELLb, HE UCMNOSb3YN CBOE
peanbHOe UMA U OPYry NNYHYIO MHOPMaUMN: UMHA, MECTO XUTENbCTBA,
MecTO y4ebbl U npoyee;
5. N3beran pasmelieHna dotorpadum B IHTepHeTe, rae Thl n3obpaxeH Ha
MECTHOCTU, MO KOTOPOM MOXHO ONpeaenuTb TBOE MECTOMNOMOXEHUE;



6. lNpu pernctpaumm B coumanbHOM CETU HeobxoaMmO WCNOoNb30BaTb
CNOXHble Naponn, cocToswme n3 BykKB 1 LGP 1 C KONIMYECTBOM 3HAKOB He
mMeHee 8;
7. [Ona couwanbHOW CceTW, NOYTbl U APYrMx camToB Heobxoaumo
ncnonb3oBaTtb pasHble naponu. Torga ecnu  Tebs  B3nomaroTt, TO
3M0YMbILUNEHHUKM Mony4vaT OOCTYMN TOMbKO K OOHOMY MECTY, a He BO BCe
cpasy.
ANeKTPOHHbIE AEeHbIU

ONEKTPOHHbIE AEHbIMM - 3TO OYeHb YAOOHLIM cnoco® nnaTtexen, ogHako
CYLLECTBYIOT MOLLUEHHUKN, KOTOpble XOTAT MONy4YnTb 3TU  [OEeHblN.
ONEKTPOHHbIE AEHbIN MOABUIINCL COBCEM HEOABHO M MMEHHO U3-3a 3TOrO
BO MHOMMX rocygapcreax 4O CUX MOP He MponucaHo nNpo HUX B 3akoHax. B
Poccun e oHM YHKLUMOHMPYIOT U O HUX Y>Ke MPOMNncaHo B 3aKOHe, rae nx
pas3gensitoT Ha HEeCKOSbKO BMOOB - aHOHUMHbIE U HE aHOHUMHble. PasHuua
B TOM, YTO aHOHMMHbIE - 3TO Te, B KOTOPbIX paspeluaercs NpoBOAUTL
onepauuMm 06e3 wugeHTUdUKauuM nonb3oBaTens, a B HeaHOHUMHbIX
noeHTMdrKaumnsa nonb3oBatens ABndeTca obssaTtenbHon. Takke crnepyet
pasnuyatb 9NEKTPOHHble dMaTHble AeHbrn (pPaBHbl FOCYAAPCTBEHHBLIM
BanTamM) W ONeKTpPOHHble  HedmaTHble  OeHbrn  (He  paBHbI
rocyjapCTBEHHbLIM BasntoTam).

OcHOBHbIe coBeTbl N0 6e3onacHon paboTe C 3NeKTPOHHbIMU

AeHbramu:
1. lMpmBskn K cyeTy MOOUNbHBIN TenedoH. 3TO cambli yOOOHbIA U
ObICTPLIM cnoco® BOCCTAaHOBUTBL AOCTYN K cyeTy. [MpmBs3aHHbIM TernedoH
NOMOXET, ecnun 3abygellb CBOW NnaTeXHbI Naposib Un 3angellb Ha canT
C HE3HAKOMOrO YCTPOUCTBA;
2. Wcnonb3yn ogHopasosble naponu. [locne nepexoga Ha YCUITEHHYIHO
aBTopusauuto Tebe yxe He OyoeT yrpoxaTb OMNacCHOCTb KpaXu Wnmu
nepexsaTa nnaTeXxHoro napons;
3. Bblbepu crnoxHbid naposnb. [pecTtynHukam OydeTr He MpocTo yragaTb
CNOXHbIN Naposib. HagexHble naponu - 3To Naponun, KOTopble coaepXaTt He
MeHee 8 3HaKoB WM BKNOYAKT B cebA CTPOYHbIE M NPOMUCHbIe OYKBHI,
uMdpbl M HECKOSIbKO CUMBOMOB, TakKMe KakK 3HaK [forsiapa, qyHTa,
BOCKNMLUAaTeNbHbIN 3HaK 1 T.n. Hanpumep, $tRONg!;;
4. He BBOAW CBOM NNYHbIE JaHHble HA canTax, KOTOPbIM HE JOBEpPSELLb.
ArneKTPoOHHas noyTa

ONEKTPOHHAas no4ta - 9TO TEXHONOIMA U NpeaocTaBnaemMble et yCnyrm
No nNepecbisiIke W MNOMYYEHUK SNEKTPOHHbIX COoOoBLWEHNN, KOTopble
pacnpenensTcs B KOMMNbOTEPHOM ceTU. OBbIYHO ANEKTPOHHLIA NOYTOBbLIN
ALWMK BbIMSAANT criegyowmm obpasomM: MMs_Nonb3oBaTena@umsa_aoMeHa.
Takke Kpome nepegadm rMpocTOro TeKcTa, WMEETCss BO3MOXHOCTb
nepegasatb pannbl. OCHOBHble cOBeTbl Mo ©esonacHon paboTte c
9NIEKTPOHHOW MOYTOWN:



1. Hapo BblbpaTb MNpaBUnbHbIA NOYTOBLIM CepBUC. B WHTepHeTe ecTb
OrpOMHbIN  BblbOp 6GecnnaTHbIX MOYTOBLIX CEPBMCOB, OOHAKO nydylle
A0BEPSATb TEM, KOro 3Haellb 1 KTO NeEPBbIA B PEUTUHTE;
2. He ykasblBan B NUYHOW NMoyTe NUYHYKO MHopMauuio. Hanpumep, nyywe
BblGpaTtb "My3bikanbHbIi_aHat@" nnu "pok2013" BmecTo "Temal3";
3. Vcnonb3yn OByx3aTanHyt aBTopu3aumio. OTO Korga NoMMMO Mapons
HY>XHO BBOAUTb KO, NpucbinaemMbln no SMS;
4. Bblbepu crnoxHbin naponb. [na Kaxgoro no4vTtoBOro SlMKa OOSMKeH
ObITb CBOM HaZEXHbIN, YCTONYMBBIN K B3fIOMY Napofib;
5. Ecnn ecTb BO3MOXHOCTb HanucaTb CamMOMy CBOW JIMYHbIM BOMPOC,
NCNONb3yn 3Ty BO3MOXHOCTb;
6. WMcnonb3yn HECKONbKO MOYTOBbIX AWMKOB. [lepBbln AN 4acTHOM
nepennuckn c agpecaramu, KOTOPbIM Tbl AOBeEpsiellb. OTO 3MEKTPOHHbIN
agpec He Hago MCnonNb3oBaTh MNPU perncTpauum Ha popymax n cantax;
7. He oTKpbiBan hannbl U Apyrue BrOXEHUs B NUCbMax, LaXKe eCrin OHU
npuwn oT TBoMX Apy3en. Jlydwe yTOYHU Y HUX, OTNPaBsn Nim oHn Tebe
3TN cbannsl;
8. lNocne okoH4YaHus paboTbl Ha MNOYTOBOM CEpPBUCE MNepen 3akpbITUEM
BKINagKn ¢ canToMm He 3abyab HaxaTb Ha "Beintun".
Knb6epOynnuHr nnm BupTyanbHoe usaeBaTenbCTBO

KnbepbynnuHr - npecnegoBaHne COOOLLEHUSMU, COAEpKaLLMMM
OCKopOneHusi, arpeccuo, 3anyrMBaHuve; XynuUraHcTBO; couuanbHoe
BOMKOTUPOBaAHME C NOMOLLLIO Pa3fUYHbIX MHTEPHET-cepBUCOB. OCHOBHbIE
coBeTbl Mo 6opbbe ¢ kKMbepOyNIINMHIOM:
1. He 6pocaiica B 6on. Jlydwmn cnocob: nocoBeToBaTbCA Kak ceba BecTu
N, €CnN HET TOro, K KOMy MOXHO 0BpaTuTbCs, TO BHayane YyCnoKOUTbCS.
Ecnn Tbl HauyHewb oTBeYaTb OCKOPOMEHNAMN Ha OCKOpPBNeHus, TO TOMbKO
ewe 6orbLle pasoxKeLlb KOHMIUKT;
2. YnpaBnawm ceoen kmbeppenyTtaumen;
3. AHOHMMHOCTb B ceTM MHUMasg. CyullecTBYOT cnocoObl BbISICHUTb, KTO
CTOUT 3@ @HOHUMHbIM aKKayHTOM;
4. He cTtouT BeCTM XynuraHCKun obpas BUPTyaribHOW XU3HWU. UHTepHeT
domKcupyeT BCe TBOW OENCTBUSA U COXPaHSET UX. Yoanutb ux byget KpanHe
3aTpyaHUTESBHO;
5. Cobntogan cBoo BUPTYarnbHY YeCcTb CMOMOAY;
6. WrHopmpyhn eguHuYHbIM HeratmB. OpgHopasoBble OCKOPOUTENbHbIE
coobuleHus nyywe urHopmpoBatb. OBbIMHO arpeccusi npekpaliaeTcsa Ha
HavyanbHOW CTaguu;
7. baH arpeccopa. B nporpammax obMeHa MrHOBEHHbLIMW COOBLLEHNAMN, B
coumarnbHbIX CETAX €CTb BO3MOXHOCTb BITOKMPOBKN OTNPaBKM COOOLLIEHUI C
onpeneneHHbIX agpecos;
8. Ecnn Tbl cBuaeTens knbepbynnuHra. TBon eACTBUA: BbICTYNUTb NPOTUB
npecnegoBartend, nmnokasaTb €My, 4YTO €ro AOEeNCcTBUA OLEeHUBaKOTCH



HeraTMBHO, rMoagepXaTb XepTBy, KOTOPOW HyXHa MCUXosiornyeckas
NOMOLLIb, COOBLLMTL B3POCHbIM O (pakTe arpecCUBHOIO NOBEAEHUS B CETH.
MoOGunbHbIV TenedoH

CoBpeMeHHble cMapTdOoHbl U MNMaHLWETbl coepaT B cebe BrosHe
B3pOCNbIN  (PyHKUMOHAN, M Tenepb OHU MOrYyT KOHKypuMpoBaTb CO
cTaunoHapHbIMU KoMnbtoTepamn. OgHako, CPeAcTB 3aLlnTbl AN NO4OOHbIX
YCTPOMUCTB MOKa O4YeHb Marno. TeCTupoBaHME U MOUCK YSA3BMMOCTEN B HUX
NPOUCXOANT He TakK MHTeHCUBHO, Kak ans K, To e camoe kacaetcs u
MOOUNbHBIX NpunoxeHnn. CoBpeMeHHble MoObUMbHbIE Opay3epbl yxe
NPaKTUYEeCKNn [orHanuM HacTosfibHble adHanoryM, OfHaKo paclumpeHue
dyHKUMOHanNa Bre4vyetr 3a cobon 6onblyd CAOKHOCTL W MEHbLUYIO
3aLUMLLEHHOCTD.
[laneko He BCe NpoM3BOAMTENM BbIMyCKaloT OOHOBNEHMUS, 3aKpbiBatoLme
KPpUTUYECKMNE YA3BUMOCTU A9 CBOUX YCTPOWUCTB.
OcHoBHble coBeTbl Ans 6e3onacHoCTM MOBUNBHOro TenedgoHa:
Hu4yero He siBnsgeTca no-HacTtosiwemy becnnaTtHbiM. byab OCTOPOXEH, BeAb
korga Tebe npegnaratoT 6ecnnaTtHbI KOHTEHT, B HEM MOTYT ObITb CKPbITbI
Kakne-TO nnaTHbIE YCIYru;
Hdyman, npexae yem otnpaButb SMS, goTo nnu Bnaeo. Tbl TOYHO 3HaELLb,
roe oHW ByayT B KOHEYHOM uTore? Heobxoamumo oBGHOBNATL onepauOHHY0
CUCTEMY TBOEro CMapT(OHa;
Mcnonb3yn aHTUBUPYCHbIE NpOorpaMmmbl Ans MOBGUITbHbIX TeneOHOB;
He 3arpyxan npunoxeHuss oT HEU3BECTHOIO UCTOYHMKA, BEAb OHU MOTYT
cogepaTb BpegoHOCHOE nporpammHoe obecneyeHue;
[Mocne Toro kak Tbl BblMelWb C cauTa, rge BBOOAWM JIMYHYI0 MHAOPMaLINIO,
3angu B HAcCTPOWKKM Bpaysepa n yaanu cookies;
[Mepuoaonyeckn npoBepsin, Kakne nnaTHble YCIyrM akTMBMPOBaHblI HA TBOEM
HOMepe;
[aBan cBon Homep MOOMNBLHOrO TenedoHa TOMbKO JIOASM, KOTOPbIX Tbl
3Haelb 1 KOMY JoBepseLlb;
Bluetooth gormkeH ObITb BbIKMNOYEH, KOrga Tbl MM He nosb3yelwbces. He
3abbliBan nHorga nNpoBepsiTb 3TO.

Online urpsbl
CoBpeMeHHbIE OHMaMH-UrPbl - 3TO KpacoyHble, 3axBaTbiBaloLUne

pasBrnedyeHunsi, obbeamHsIIoWME COTHM ThbICAY 4YerloBEK MO BCEMY MWUPY.
Nrpokun nccnenytoT AaHHbIM UM MUp, obwatoTca Apyr C APYroM, BbIMONHAKOT
3aflaHus, cpaXarwTCs C MOHCTpamMu W nosiydatroT onbIT. 3a yO0oBONbCTBUE
OHM NNaTAT: MOKynarkT AMCK, onnadnBaroT aboOHEeMEHT unum npuobpetatoTt
Kakume-To onumn. Bce aTu cpenctesa vayT Ha noggepXkaHuve v passutue
Urpbl, a Takke Ha camMy ©0e30MacHOCTb: COBEPLUEHCTBYHTCA CUCTEMbI
aBTOpM3auuu, BbIMYCKAlOTCA HOBble MatyM (UndopoBble 3annaTtkn ans
nporpamMm), 3aKpbiBalOTCs YyS3BMMOCTU cepBepoB. B nogobHbIX nrpax ctout
onacaTbCsl He CTOSIbKO CBOMX COMEPHUKOB, CKOMbKO KpaXkm TBOEro napons,



Ha KOTOPOM OCHOBaHa cuUcTema asTopu3aumMm OonbLIMHCTBA  Urp.
OcHoBHble coBeThI N0 6e30NacHOCTN TBOEIO UIPOBOIrO akKayHTa:
1. Ecnv gpyron urpok Bedet cebs nnoxo unu cosgaet tebe HENpUATHOCTY,
3abnokupym ero B Crncke UrpoKoB;
2. lNoxanyncsa agMmuHuMcTpatopamM Wrpbl Ha MroXoe MoBedeHue 3TOoro
UrpoKa, >XenatenbHO TMPUIIOXKNUTb Kakue-TO [doKasaTenbctBa B Buae
CKPUHOB;
3. He ykasbiBan nn4Hyo MHopmauuo B npodanse urpbi;
4. YBaxan Opyrmx y4acTHUKOB MO Urpe;
5. He yctaHaBnmBan HeodmumarsbHble NaTtyn 1 Moapbl;
6. Aicnonb3yin crnoXxHble N pasHble Naponu;
7. axe BO BpeMs WUrpbl HE CTOUT OTKM4YaTb aHTMBupyc. [loka Tbl
urpaeLlb, TBOM KOMMbIOTEP MOTYT 3apasunThb.
PULLMHTI UNKU KpaXka NMUYHbIX AaHHbIX

Ob6bl4HON KpaXken OeHer M OOKYMEHTOB CerogHsi YXXe HUKOro He
YOMBULWb, HO C pPasBUTUEM WHTEPHET-TEXHOSTOMMN  3M10YMbILLIIEHHNKN
nepemMecTuniCb B WHTEPHET, U NPOOOIKAKT 3aHMMaTtbcs "nobumbiM”
aenomMm. Tak nosBunacb HoBasi yrposa: MHTEPHET-MOLLEHHMYECTBA WK
QOULLIMHE, rmaBHas Uenb  KOTOpPOro  COCTOUT B nony4yeHnm
KOH(uMOeHUManbHbIX OaHHbIX Norfb3oBaTesnien - NorMHoB U naponen. Ha
aHrmuinckomMm asblke phishing untaetca kak douwmHr (ot fishing - pbibHas
noeng, password - naporb).

OcHoBHble coBeTbl N0 6opb6e ¢ hUNHrom:
1. Cnean 3a cBoMM akkayHTOM. Ecnn Tbl nogo3peBaellb, YTO TBOSI aHKETa
Obina B3noOMaHa, TO Heobxoaumo 3abnokupoBaTtb €€ U CooOWUTb
agMUHUCTpaTopam pecypca 06 3TOM Kak MOXHO CKOpee;
2. cnonb3yn 6e3onacHble Beb-canTbl, B TOM YMCIE€, MHTEPHET-MarasmHoB
N NOUCKOBbLIX CUCTEM,;
3. Vcnonb3yn criokHble M pasHble naponu. Takum obpasom, ecnun Tebs
B3/TOMatOT, TO 3/I0YMbILLIIEHHUKN NoslydaT OOCTYMN TONbKO K O4HOMY TBOEMY
NpPodunio B CETU, @ HE KO BCEM,;
4. Ecnn Tebsa B3nomanun, TO HeobxoauMO npenynpeamTb BCEX CBOUX
3HaKoOMbIX, KOTopble fobaBneHbl y Tebs B Apy3bsiXx, O TOM, 4YTO Tebs
B3noManuM n, BO3MOXHO, OT TBOEro MMeHW OydeT pacchbinarbCcs cnam u
CCbINIKN Ha PULLIMHIOBLIE CanThl;
5. YctaHoBM HagexHbIn naposb (PIN) Ha MoBunbHbIM TENeqOoH;
6. OTKNOYM coxpaHeHne napons B 6payaepe;
7. He oTkpbiBan ¢hansnbl U Apyrue BrOXEHUA B NMUCbMax, Aa)ke ecrnin OHU
NpuLWIn oT TBOMX Apy3en. Jlydwe yTOYHU Y HMX, OTNPaBsn N oHn Tebe
aTn pannobil.
LudpoBas

penyTtauus

LindpoBas penytauus - 3T0 HeraTUBHasi UNU NO3NTUBHAs MHoOpMaLnd
B cetn o Tebe. Komnpometupywowas WHGPOpmMauus, pasMelLLleHHass B



NHTEPHETE, MOXET Cepbe3HbiM 00pa3oM OTpasnTbCA Ha TBOEW pearnbHOW
XU3HW.
"UndppoBaga penytauma” - 310 TBOM UMUOX, KOTOPbIA popMUpyeTcs U3
MHGopMaunn o Tebe B MHTeEpHETE. TBOE MECTO XuTenbcTBa, y4yebbl, TBOE
dMHAHCOBOE MONOXEeHNe, 0COOEHHOCTN XapakTepa 1 pacckasbl 0 BrM3KuX -
BCE 3TO Hakannueaetrca B ceTn. MHorme noapoCTKM NEerkoMbICNEHHO
OTHOCATCA K nybnukauuu nmyHon nHdopmaummn B HTEepHeTe, He NOHUMas
BO3MOXHbIX MOCNeAcTBMA. Thbl JaXe He CMOXelb AoragaTbCsa O TOM, YTO
doTtorpacusi, pasmelleHHaas S neT Hasag, cTrana MnpUYNHOM OTKasa
NpUHATL Tebsa Ha paboTty. KommeHTapuu, pasmelleHne TBomx otorpacdum
n gpyrme OenctBus MOryT He MCYe3HYTb [aXe Mnocre Toro, Kak Tbl UX
yoanvwb. Tel HE 3HaELb, KTO COXpaHWUIT 3Ty MHGOPMaLMIo, nonasna nm oHa
B MOWCKOBbIE CUCTEMbI U COXpPaHMNach N1 OHa, a rMmaBHoe: YTO NOAYyMarT O
Tebe OKkpyxawwme ngv, KoTopble HangyT W yBuaAT 3T10. Hauntu
MHGOPMALMIO MHOro feT Cnyctsa CcMoXeT nobon - Kak uM3 Oobpbix
NoBy>XAEHUN, Tak U C HAMEPEHUEM MPUYNHUTE BpeL. OTO MOXET BbiTb KTO
YrogHo.

OcHOBHbIe coBeTbl No 3awmTe L poBOoN penyTauumu:
1. MNMogyman, npexage 4em 4TO-TO NyOnuMKoBaTb U nepedasaTb Yy cebs B
Brore nnu B counanbHON CeTy;
2. B Hactponkax npodunga yCTaHOBM OrpaHUYeHusi Ha NPOCMOTP TBOEro
Npodounsa n ero COAepPXXMMOoro, caenam ero Tonbko "ansa apysen”;
3. He pasmewian 1 He ykasbliBal MHGOPMAaLNIO, KOTOpast MOXET Koro-nmbo
ocKopOnsaTb unn obwmxkatb. ABTopckoe npaBo COBPEMEHHbIE LLUKOMNbHUKA -
aKTMBHble Nosib3oBaTenu umdposoro npoctpaHcTea. OgHako ganeko He
BCE 3HAaI0T, YTO MONb30BaHME MHOIMMMU BO3MOXHOCTAMU LIMPPOBOro mupa
TpebyeT cobnogeHnst NpaB Ha MHTENNEKTyanbHY0 CO6CTBEHHOCTb.
TepMuH "mHTennekTyanbHad COBCTBEHHOCTb" OTHOCUTCA K pasfinyHbIiM
TBOPEHMSM YENOBEYECKOro YyMa, HauyMHasi C HOBbIX N306PETEHNN N 3HAKOB,
obo3Havawwmx cobCTBEHHOCTb Ha MPOAYKTbl M YCRyrM, U 3akaH4MBas
KHUramu, dooTorpadumnamu, KUWHOoMIIbMamMun n
My3blKanbHbIM Npon3BeAeHNSAMU. ABTOPCKME MnpaBa - 3TO MpaBa Ha
NHTENNEeKTyanbHyl0 COBCTBEHHOCTb Ha NPOM3BEAEHUS HayK1, NUTepaTypbl
N UckycctBa. ABTOPCKME NnpaBa BbICTYMaKT B KAa4eCcTBe rapaHTumn Toro, 4Yto
NMHTENMNEKTYyanbHbIN/TBOPYECKM Tpya aBTopa He ByaeT HanpacHbiM, gacT
eMy cnpaseanueble BO3MOXHOCTM 3apaboTaTb Ha pesynbraTtax CBOEro
Tpyda, NOMyYnTb M3BECTHOCTb W NpusHaHue. Hukto 6e3 paspelleHus
aBToOpa He MOXeT BOCMpPOU3BOAUTbL €ro Npov3BedeHue, pacrnpoCTpaHATb,
nyébnnyHo [OemMoHCTpupoBaTb, npodaBaTb, WUMMOPTUPOBaATb, MNyckaTb B
npokat, NybrnMYHO WCMONHATL, MNOKa3blBaTb/UCMONHATL B 3adMpe wunu
pasmewatb B HTepHeTe. Kcnonb3oBaHue "nuparckoro” nporpammHoOro
obecneyeHnss MOXeT MPUBECTM K MHOMMM puUCKaM: OT MOTEpPU LaHHbIX K
TBOMM akkayHTam [O OnoKMpOBKM TBOEro YCTPOWCTBA, rae ycTaHoBneHa
HeneranbHaa nporpamma. He cTtouT Takke 3abblBaTb, YTO CYLLUECTBYIOT



neranbHble 1 6ecnnaTtHble NporpamMmbl, KOTOpble MOXHO HanTu B cetn. O
noptane CeTeBMYOK.p(p - TBOW rfaBHbIN COBETYMK B CETU. 34ecCb Tbl
MOXelWb y3HaTb 0 6e30MacHOCTM B CETU MOHATHLIM N AOCTYMHbIM S3bIKOM,
a Npu BO3HUKHOBEHUM KPUTUYECKOM CUTyaumm obpaTuTbCs 3a COBETOM. A
Takke TMNPUHATbL Yy4yaCTWe B KOHKypcax M cTaTb camMbiM UMEPOBbLIM
rpaxxgaHuHom!



